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A Framework for-€sovernment for the
Repblic of Serbia

1 EXECUTIVBUMMARY

Serbia is well poised to take the next steps on i&am@ernment journey. e&veral successful
implementationshave been completed over the yeargVith the adoption of thex ¢rbian Electronic
Government Development Strategy 20851 nmy ¢ (G KS D2@SNYYSyid KIF & AYyRA
willingness to make progress this area. In this paper, adfmework for eGovernment is laid out to

assist in thamplementation of this strategy.

Throudh many discussions witlstakeholders from the government, business sector, and the
international community, we have gathered information and data about the current state- of e
Government in Serbia. We then researctssveral global reports for rankings and best practices.
From our analysis we have come up with several recommendations to include as part of the
Framework for eGovernment. One of these recommendations includetting up a central body

that will drive and coordinate all é&sovernment related activities while ensuring representation from

all appropriate stakeholders. Other recommendations include establishing common data definitions
and authortative data sourcesimplementing open data standardand ensiring legal alignment

with any new eGovernment laws. An action gl is provided to assist iplanning the
implementation

To provide assisaince in the implementation and coordination process, we have outlined a
methodology that can be used to objectivalgtermine the order of priority A communications

plan is outlined to guide the process of ensuring awareness, acceptance and participation. Finally,
some next steps are identified that NALED, with the assistance of others, can take to further prepare
for andhelp in the implementation of the Framework fortGovernment for Serbia.
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2 INTRODUCTION

2.1 IBMQGORPORATERVICEDRPS

The Corporate Service Corps (CSC) is an IBM leaddestglnpment andsocial giveback initiative.

It is designed to expose high performing IBM employees to doing business in emerging markets,
diverse cultures, global teams, and complex policy environments. The CSC Program is integrated
with IBM's global business strategyd is intended to help enhance global economic and social
development and build the leadership skills of IBM employees as global citizens. The CSC program
focuses on several priorities including but not limited to:

A 902y2YAO 5S@St2LIYSYyld YR LYyy20FGA2Y

A wiamy3d Dfz2olf {dFyRIFINRa Ay 9RdzOI GAZ2Y

A .NRBIRSYAyYy3a /[ dzf GdzNI £ ! 61 NBySaa

A tNRY2GAY3 hLISyySaa FyR ¢N}yaLl NByoOe
The CSC program brings together teams of IBM Leaders with a diverse set of skills from around the
world and different business units. These teams are mldoegrowth markets to tackle important
social and economic issues in collaboration with dBmvernment Organization (NGO) partners from
around the world. These IBMers are assigned to work on projects of significant value in different
countries with four veeks of the project taking place in country. These teams are expected to tackle

real societal, educational and economic challenges, while at the same time experiencing a diverse
cultural perspective and enhancing their skills and leadership competencies.

Snce 2008, IBM's CSC program has sent IBM's top talent all around the world to provide pro bono
problem solving services to najovernmental organizations, governments and small business
groups in the developing countries on the issues that intersedniss, technology and society.

The second CSC team in Serbia was deployed during the period Mee 2016. During the one
Y2YGK L. aQa / 2NLJ]2 NI (cénsuftird) Nidgka@itelve BMNdniployeddiom v y 2
different countries (USA, India, Ppjines, Argentina and Singapore) worked with three non
governmental organizations in Belgrade to help attract foreign investment, foster IT community
development, develop strategy and improve business environmé&nir subteam is working with
NALED in thelevelopmen of a framework for eéGovernment in Serbia. Team SerBi&s based in
Belgrade for the duration of tnountry assignment.

By the end of 2016, IBM CSC program will have dispatched approximately 3000 IBM employees
originating from over 60 countries on engagements to 38 countrigsaking this pro bono problem
solving program one of the world's largest programs.
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2.2

IBMCSG&ERIAZ: NALEOEAM

Edmundo Fortajada 1 Lean Six Sigma
Continuous Process 1 Business Process Improvement
ImprovementProject I Project Management
Manager 1 People Management
Global Procss Services, 1 Business Transformation
IBM Philippines
Mahesh Ganesan 1 Strategy & Transformation Consultin
Project Executive, 1 Large Projects Leadership
Smarter Workforce / Kenexa | T HR and talent management
Business Unit, Analytics, 1 Managing large crossinctional
IBMUSA teams

1 Senior leadership communications
Andrew Meyer f Project Management
Delivery Project Executive, |1 People Management
Global Technology Services, | 1 Mentoring and Coaching
IBMUSA 1 Lean/Six Sigma methodologies

I Service Management

1 Data Center/IT Infrastructure

Management

Aneeta Razdan 1 Document management for proposa
Global Value DriveRroposal experts
Program Leader 1 Value driven Proposal Management
Transformation & Operations T Proposal del_'very execution
IBM India 1 Proposal Skill Enablement

1 People management

T Program management

2.3 QURRENT STATEEEBOVERNMENT BERBIA

The current time holds promise for much positive

momentum in Serbia. Elections have recently

concluded and a new government is being formed. Serbia continues to make progress on its stated

goal of completing ascension to EU withirfeav years. According to the European Commission
Serbia has made significant progress in the area of electronic governm&@uv@nment)’ Over
the past decadeseveral key laws governingGavernment have been adopted and a number of

special laws thahelped introduce information technology in the work of state authorities, enabling
citizens and businesses to access various services online at both the national and local levels. A

special working group responsible for the establishment of a legal framefoo the development
of eGovernment has been formed. There have been severantesuccesses in the area of e

Government. Fo example:

le-Governimsentt he
transform government

promot e
i nvest ment s
government
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E-permitting for construction permitting

Single point contact for birth registration (early stages)
Simplified kindegarten enrollment (early stages)
Customs transit records system

> > > >

In addition, anew law on Public Administrative Procedures was adopted as of M&YcR0d 6that
proyAaSa G2 YI 1S mlck snodtHerasd data aufenify reSidng within a governtme
office is not supposed to be requested for a second time by another government offigs.is also
an opportune time for the discussion of &-Government framework sincenae-Government and €
Commerce law are both in draft form right now.As of Marth 16th 2016, on portal
http://lwww.euprava.gov.rs/eusluge/usluge _po_slovinere were 635 different eervices available
in total, out of which 441 services for citizens, 181 for businesses, 13 for state authorities.

According to EU Government Action PRBL6-2020: economic and budgetary pressures force
governments to be ever more efficient, effective and to find new sources of growth and
employment. Against the background of positive changes, we found opportunities for cofituui
make rapid progress ogGovernmental initiatives. For example:

A The absence of a cemal body to lead and manage®overnmental initiatives looking across
all government agenciesnd the need to have better coordinated approach te e
Governmental policies across the board

A Differences in the deployment of electronic services and usagelnfrmation and
Communications TechnologhC{l) from one institution to another. Some institutions already
offer a high transaction level of-@overnment services, whilst others are just starting
establishing electronic services.

A . dzaixySaasSaqQ FyR OAGAT Syw and paBiSpRtionTir2 palicyghtlB | (G S NJ
decision making.

A The lack of accepted electronic identities (elDs), the need to provide the same data more
than once and poor qualitand user unfriendly online public services.

In addition, in comparing Serbia to several countries i tieighboring regiona lower rankings
found for Serbia as identified by multiple studies (Ex: World Bank, UNDP, EU etc.).

It is the will of theSerbianpeople to be like other EU nations, to gain the economic standards &
lifestyles of their neighboring countries. Businesses continue to look to Serbia but also indicate the
need for structual reforms covering areas of@overnment. Esovernment isnot the end in itself

but a means to address some of the common issues like need for transparency, better citizen &
customer service, economic growth and attracting new businesses to Serbia. The recently published
G{ SNDALFY 9f SOGNRYAO aags20¥R0MByaind the Sidliént pPahJHO1S tifel
implementation of the strategy 2015 n M ¢ & out@He feforms needed. It is now time to take the
reforms to the next level.

Ly FdzZNIKSNJ aSO0GA2yasz 6S LINPOARS YadhNSverRStidlesy f a 2y
identify issues called out by multiple stakeholder interviews and provide recomatiemd for

further enhancing esovernment to improve the attractiveness of Serbia as a business investment
location.

It is our hope that through the imlpmentation of various reforms, and increased collaboration
between the government, businesses and citizen§overnment can be the central part of the
strategy for an eSerbia.
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Government Government
E-Government

—
Citizens Businesses

e-Government requires increased collaboration

Citizens Businesses

2.4 WHAT IS¥0VERNMENT AMECOMMERCE

According to the World Bafike-Governmentrefers to the use of information and communications
technologies (ICT) to improve the efficiency, effectiveness, transparency and accountability of
government.

E-Government can be seen simply as movaitigen services online, but in its broadest sense it

refers to the technologyenabled transformation of governmer8 2 SNY YSy G4 Q 06Said K2L
costs, whilst promoting economic development, increasing transparency in government, improving
service e@livery and public administration, and facilitating the advancement of an information

society.

E-Governmentis not limited to the richer countries; some of the most innovativ&@vernment
applications are now happening in the developing worldsdvernmen is about transforming
government to be more citizertentered. Technology is a tool in this efftrt.

E-Government usually describes relationships across 3 modalities:

Government to Citizendeals with the relationship between government and citiz€b2C allows
citizens to access government information and services instantly, conveniently, from everywhere, by
use of multiple channels.

Government to Businessonsists of @nteractions between government and the private sector.
The opportunity to onduct online transactions with government reduces red tape and simplifies
regulatory processes, therefore helping businesses to become more competitive.

Government to GovernmentGovernments depend on other levels of government within the
state to efiectively deliver services and allocate responsibilities. In promoting citizetric service,
a single access point to government is the ultimate goal, for which cooperation among different
governmental departments and agencies is necessary. G2G fasilthé sharing of databases,
resources and capabilities, enhancing the efficiency and effectiveness of pracesses
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Stages of e-government

.fmelqing
presence: Offering
basic information
online

Enhonced presence
Greater sources of

information, and e-
tools and e-services

‘ Transactional

presence: Two-way
interactuve
applications provide
citizens with
opportunities for
online, financial and
non-financial
transactions

. Connected

presence: The way
government
operates
fundamentally
changes, and there

is better coherence,

integration and
coordination of
processes and
systems within and
ACross government
agencies
Government
transforms itself
INto a connected
entity.

These stages can be used by Serbia to track its own progress as it continué€soiterement

journey.

Stage IEmerging information services
Government websites provide information on public policy, governance, laws, regulations, relevant
documentation and types of government services provided. They have links to ministries,

departments and other branches of gomenent. Citizens are able to obtain updated information
the national government and ministries and can follow links to archived information.

Stage Znhanced information services

Government websites deliver enhanced eway or simple tweway e-communication between
government and citizen, such as downloadable forms for government services and applicatiens.
sites have audio and video capabilities and are nrlinigjual. Some limited-services enableitizens
to submit requests for noeledronic forms or personal information.

Stage 3lransactional services

Government websites engage in twegay communication with their citizens, including requesting
and receiving inputs on government policiggpgrams regulations, etc. Some form efectronic

I dzi KSYGAOF GA2Y
Government websites process ndinancial transactions, e.g. filing taxes online or applyimg
certificates, licensesand permits. They also handle finaricteansactions, i.e. wheremoney is

2F GKS

transferred on a secure network.

Stage 4Connected services
Government websites have changed the way governments communicate with their citizens. They

are proactive in requesting information and opinions from the citz@ising Web 2.0 and other

OAlGAT SyQa

ARSyGAlGe

Aa

interactive tools. Eservices and -solutions cut across the departments and ministries in a seamless
manner, information, data and knowledge is transferred from government agencies through

8| Page
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integrated applications. Governments Ve moved from a governmestentric to a citizercentric
approach, where ervices are targeted to citizens through life cycle events and segmgnbegs
to provide tailormade services. Governments create an environment that empowgiéizens to be
more involved with government activities to have a voice in decisi@king.

CAylLftftes GKS 3F20SNYYSyid Aa I aLIFGF2NXVeET y2a

to think of government as a kind of vending machine. They put in taxes and geentes that
IJ2PSNYYSyia LINPJARSD® |1 26SOSNE (KA&A @SYRAY3 YI OKJ
Fa | LIXTFTGF2NXVED ¢KS LA FOGF2NY YSGIFLK2N YSEya GKI
services not by governments alone, but alsochiizens and others (which also allsyeeople inside

and outside to nnovate). In doing so, governments embrace collaboration with partners such as

NGOs to enhance value for citizens and increase uptake; orchestrating these partnerships and acting

as catdyst and facilitator.

According to the World Trade Organizatioe-Commerceis the sale or purchase of goods or
services conducted over computer networks by methods specifically designed for the purpose of
receiving or placing of orders. Even though goodservices are ordered electronically, the payment
and the ultimate delivery of the goods or services do not have to be conducted online.

An eCommerce transaction can be between enterprises, households, individuals, governments, and
other public orprivate organizations. Included in these electronic transactions are orders made over
the web, extranet or electronic data interchange. The type of transaction made is defined by the
method of placing the order. Normally excluded are orders made by teleplalls, fax or manually
typed emails.
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NACIONALNA ALIJANSA ZA LOKALNI EKONOMSKI RAZVO)

#NALED

NATIONAL ALLIANCE FOR LOCAL ECONOMIC DEVELOPMENT

2.5 SIAKEHOLDERS
E-Governmentinvolves the active participation and contribution of a number of key players and
stakeholders in the entire process. Important stakeholders include:

Political
Leaders

Bodies

Private Sectors Ea
Governments

0 International
N Organizations

e-Government Stakeholders

/ Government
| Department/ )

PoliticalLeaders
It is imperative that the top leadership in the Country is sensitized enough towards the need for
electronic governance.

Government Departments/Bodies

Government departments at all levesentral and localheed to ensure backend integration of

systems and processes to ensure a smooth and seamless transformation of the government to a
digital state. Awareness and willingness among employees to embrace change plays a key role in the
whole process.

Citizens

Citizens play a crucial role as they dne main beneficiaries of online information and services from
the government and also contribute to the process of policy making by voicing their opinion and
views electronically.

Private Sector
Collaboration and partnership between the government anditidstry/private sector on €
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Government is to the mutual benefit of botlBusiness associations can help consolidate and
coordinate input.

International Organizations, Academia and NGOs

Through effective promotion of-&overnment initiatives, these agemsican raise awareness in
citizens and can also contribute bgonsoring ocarrying out research in the area and exchanging
best practices with other countries

2.6 APPROACH

2016 is pronouncedas a year of entrepreneurship and innovatiém Serbia. Internet and
Communication Technologies (ICT) is recognaedne of the most competitive sectors tife
economy EU funding is expected to be unlocked once the government has laid out a clear plan on
how to go about implementation of-€overnment in SerbiaGiventhis political climate & interest

the new government is likely to welcome a we#tablishedplatform for development of e
Government in Serbia as the basis for future expansion of the ICT sector and investments in country.

As an organization focused afeveloping he Serbianbusiness environmentNALED is driving
change fora positive business climatéhrough the promotion of eGovernment to improve
efficiency and transparencithe IBM CSC Serbia 2 team worked with NAbFIPovide a strategic
frameworkfor expansion of é&sovernment in Serbid his frameworloutlines key recommendations
for continuing thetransformation of Serbia via-€overnment programs and initiativeSIALED can
use these recommendations to create a consensus amongst stakeholderallandthe quicker
adoption, and hopefully implementathn, of various components of@vernment. This framework
gAff adzLILR2 NI GKS &0 NI ( Sefoian BeStdricNGhverSnient Developriet R 2 O d:
Strategy 2015 H N My €

The team used a 4tep appoach to develop the framework for-6overnment and to provide
recommendations for ongoing transformation in Serbia

Working with our client organization, NALED, a 4-step approach was utilized
for development of an e-Government framework for Serbia

Understand Structure Synthesize Recommend
Current.State Research & Validation Analysis & Findings Roadmap and Next
- ’"te"_’ iewed Conducted additional Conducted Steps
multiple interviews with e- benchmark analysis - Finalized
Go."?’ nment Government against neighboring recommendations for
0”’0,’3’3’ stakeholders countries implementation of e-
B"s’_” esses, Reviewed research Identified Government
Z"j;":zs; g; ‘:1”55 materials like EU, UN opportunities for framework
- and World Bank reports improvement - Prepared an
G.overnment actionable roadmap
history & status . for deployment

- A
FETTTTTI L O
>

REPORTS
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1. To understandhe current state, the team conducted interviews of stakeholders from the
government, business groups and business assonidentified by NALED. The meetings
provided a go®8 @A Sg 2 7F & OdsmudeByiant irdSeibid, Sséues2&Fobstacles
encountered by multiple stakeholders and identified potential solutions.

2. As a second step, reports published by World Bank, UN,et. were researched to
dzy RSNAR G YR { S NDokittoia theDdepioyihehtlofii€@o@®mehd initiatives.
Relative rankings were analyzed and several besictwes gathered from other -e
Government implementations. In addition, existing strategi@alyses conducted by NALED
and the Serbian government were reviewed.

3. As the third step, findings from the interviews, primary & secondary research were analyzed
to develop a framework. Key Enablers required to ensure successful tiamely
implementation ofthe e-Government environment were identified. Benefits, with examples
from other countries, were outlined.

4. Finally, we provide specific remmendations for continuinghe effort and suggest areas of
research or specific data that can be collected by NALHe following months that will be
beneficial to this initiative.

We have also outlined a methodology for prioritizing various initiatives for implementation. To
ensure that a large transformation like-@overnment can be successful, we suggest a
communications plan directed towards various stakeholders and participants. A methodology to
track progress of initiatives and measurement criteria to determine success is suggested.

In the subsequent sections, we describe our observations, findings and amdlading to
recommendations for implementation of ar@vernment framework for Serbia.

12| Page



3 THEFRRAMEWORK FOM®VERNMENT IN TREPUBLIC CZERBIA

The input of stakeholders from the government, business sector, and the international community
hasbeen gathered regarding the current state of®vernment in SerbiaWe have consolidated

and analyzed this information to come up with the common them®ge then researched several
global reports for rankigs and best practices. From tlagalysis wehave come up with several
recommendations to include as part of the Framework fae@ernment. We close this section
with a suggested action plan to implement the Framework.

3.1 SWORNALYSIS

SWOT analysis is employed to discuss strengths (S), weak@@§sepportunities (O) and threats
(T)for implementationof e-Government in Serbia.

Usinginformation gathered from interviews and briefings, a S\AHDalysis has been done tassess
the current and prospective states of&@overnment in Seiib.

* The main areas of Strength are - ® The main areas of Weakness show as -
— Existing portals and e-Services — No centralized, integrated, unified
— Data availability at department level approach
— Good spread of telecom and mobile users — Lack of skill based training
— Businesses and NGO’s willing to share — Political instability
data and be transparent — Overall resistance and will to change
— IT education on rise — Citizens insecurity & concern to making
mistakes

— No legal and institutional law alignment

= The main areas for Opportunities lie in = The main areas of Threat could be -
— Willingness of local govt and businesses — Less favorable political, economic and
to link govt and business services technological environment
— Forming a central body as an authority — Staff and citizen’s dependence on
— Awareness of e-Services to citizen thru’ technology
feedback and social media — Lack of proper security and document

management system

SWOT Aalysis

Strengths

The strengths of Serbia to develop and maintai@@ernment lie with the existing portals and e
Services that are working fine and the data availability with each department. Willingness and
acceptance of data sharing and transparencyrfrousinesses, NGO and international communities

is a plus. Serbia has good number of telecom and mobile users, IT education and skills on rise are
instrumental in strengthening it further.

Weaknesses

The weaknesses of the@overnment efforts lie in thathere is not an integrated, but rather a
vertical approach to the services; this translates into an inconsistent use of data and services. Serbia
faces some political weaknesses. Technologically, lessvily people and the older generation are
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afraid ofcomputer related problems. Some governmevebsites are not usefriendly. Traditionally,

the feeling is thathe Serbian government wants to introduce new methods arBegvices but due

to changing political scenario, it keeps pushingff. This too hnders the alignment of legal and
other laws to happen.Other weakness is that of public feeling of insecurity and concern about
making mistakes and being fined. This discourages citizens from tappingSatiwiees.

Opportunities

There are many opportunities for the Government to explore. The political willingness of local
government, businesses and other communities to build and link government and business services,
to increase the collaboration between its affiliates includirsgadmining, analysis and exchange of
both internal and external data create an opportunity for governments in the region to show their
commitment to eGovernment.

The optimization of existing websites and social media will create an increased awaretigs®of
Services and will generate traffic towards the portal. Installing a proper feedback system, including
social media, will create a Government/citizen partnership. There is the opportunity to create a
Single Stop Shop secured Governmental portal, hyhic the future, can & extended to mobile
platforms.

Threats

There are some points that could lead to Serbia users turn away fr@andces. Due to less
favorable political, economic and technological environment, it is takifdgnger time forthe
Govenment to adopt and focus on-8ervices. The dependence of citizens on technology may
produce the adverse effect. For example, if citizens/users are not well equipped with IT skills and
knowledge, it can take them hours to do a small job.

Network problens are also a major barrier. Secusiggues could turn out to be a major threat as
well. Lack of proper security and document management system may pose threat for computer
viruses, worms and computer bugs. This discourages users from storing datacnhiidn online.
Furthermore, a proportion of Serbia may not have equal opportunity to access the Internet even
though the number of Internet users is increasing socially.
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3.2 GLOBAIRANKINGREPORTS ANIDWSERBIA CANIPACT ITRANKING

Serbia Ranking

Key Factors /

Strong Points /

Report Name Worl dwide N?:igll]r?t?irg;g indicators Improved Improvement Areas
Ranking Areas
(out of 14)
United 69 (out of 10/14 1 .Online Service Human Capital Online Service
Nations (UN) 192) components, components components such as
e-Government 2. Telecomm such as adult integrated online
Development Infrastructure literacy, gross service delivery,
Index (EGDI) component, enrolment ratio, increasing emphasis on
3. Human Capital etc. the provision of
component effective online
services, expansion of
e-participation and
mobile government,
etc.
World 94 (out of 13/14 A. BASIC Health and 1. Institutions
Economic 140) REQUIREMENTS: primary (120/140),
Forum Institutions, education, 2. Macroeconomic
Global Infrastructure, technological environment
Competitiveness Macroeconomic readiness (125/140),
Index (GCI) Development, Health 3. Goods market
and Primary Education efficiency (127/140),
B. EFFICIENCY 4. Labor Market
ENHANCERS: Higher efficiency (118/140),
Education and 5. Financial Market
Training, Goods market development
efficiency, Labor (120/140),
market efficiency, 6. Business
Financial market sophistication
development, (132/140)
Technological 7. Innovation (ranking
readiness, Market size 113/140)
C. INNOVATION AND
SOPHISTICATION
FACTORS: Business
sophistication,
Innovation
World Bank 59 (out of 12/14 Starting a Business, Dealing with 1. Enforcing contracts,
Doing Business 189) Dealing with Construction 2. Registering Property,
Report Construction Permits, Permits, Paying 3. Protecting Minority
Getting Electricity, Taxes Investors
Registering Property,
Getting Credit,
Protecting Minority
Investors, Paying
Taxes, Trading Across
Borders, Enforcing
Contracts, Resolving
Insolvency
World Bank Good / N/A Availability of Key data | Societal demand | 1. Senior Leadership
and UNDP (Better, Sets - Inspection for open data, 2. Legal and policy
Open Data Good, Poor) reports / rulings (public | Civil engagement | framework
Readiness health inspections, and capabilities 3. Funding open data
Assessment safety inspections, for open data , program

food safety
inspections, etc.),
Company/business
register, Detailed
national map /
geodata, Cadastral
register (land plot
demarcation, land /
home ownership),
Construction data
(building permits
issued / applied for,
zoning

National tech
and skills
infrastructure
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helpful to refer to several indexes that provide global rankings based on various criteria. From these
rankings it can be determined how Serbia comparesdermroup countries as well as identify top
ranked countries to use as aspirational models. Based on the criteria each report uses,
recommendations can beoncludedon actions that Serbia can take that will improve their ranking in
subsequent editions ahese reports.

e-Government Development Index (EGDI)
Worldwide Ranking
Serbia and Neighboring Countries

100

According to the UN-&overnment Development Ind&xSerbia is in a good standing overall in a
global perspective, ranking 69th. However, in comparison to other European countries, Serbia lags
behind, ranking 38th among 43 countries; 4th the last country among 14 Southern European
countries and 10th among 14 neighboring European countries.

Some of the positive influences to the ranking position that were mentioned are a past and present
investment in telecommunication, human capitaldaprovision of online services. Spain was able to
make significant gains, improving its position from 23rd to 12th in the global ranking and from 15th
to 5th in the European ranking as the result of ldagn e-Government planning.In 2005, the
country wveiled the Plan Avanza, its first information society strategy and in 2010 Plan Avanza 2
was launched aimed at positioning Spain as a leader in the use of advanced ICT products and
services.

The top 3 countries(Korea (1st), Singapore (Jrdnd France (4) in online service delery
component of the eGDétand out for their integration of services, expanded redut of mobile
applications and provision of oppunities for eparticipation.

France ranks well in online service delivery component duistongoing actions to improve the
quality of public services, integrate governmental websites and encourage consultation with citizens
on both public policy and service delivery methods. The official website of the national
administration (servicepublic) directs individuals, businesses and associations to relevant services
by event as well as by subject, invites ideas about administrative simplification, connects citizens
with current debates and consultations and facilitates interaction with governni@oiugh single
signon.
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online environment. The Government aims to have all new services offered online by 2017 through

its Government ICT Strategy and ActRlan to 2017. At the same time, it continues to recognize the
importance of faceo-face interaction for those without Internet access.

Another country which Serbia can learn from is Montenegro whose ranking improved 8o 57
45" As with many othecountries in the region that have improved their ranking significantly,
Montenegro has also directed its efforts tegevernment. At the end of 2011, the country launched
its Strategy for the Development of the Information Society 22046 and has inaugated several
e-government initiatives, including a business licenshnggistry portal.

LY20KSNI I LILINREFOK (2 AYLINRPOS {SNBAIQa NIylAy3a AY
data and eparticipation as well as for businesses. This incredsk€sS Yy dzY 6 S NJorfimetO 2 NB Q
gpSoarisSa (G2 F KFyRFdzZ X Y2-€0dpfdR20)02 2 RIGKSE PARKR a2 1
to provide more targeted, while connected and u$eendly portals to different users, with the

amount of information ad services made available by governments increasing continuously. Serbia
should continue its efforts to make online services ever more-usatric, while ensuring that those

who cannot use online services are not excluded and also fully embrace thetwpities of e
participation. The experience of some of the top performing countries in the region, as well as the
countries that have improved their ranking significantly, shows that-teng and holistic strategic

planning in eGovernment brings aboutahgible results. The lesson that can be learnt from the

region as a whole is that embeddingGovernment in wider socieconomic development
frameworks is crucial to successfuG®vernment.

Government Competitiveness Index (GCI)
Worldwide Ranking
Serbia and Neighboring Countries
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On the Global Competitiveness Indes8erbia maintained its r&rat 94 for two consecutive years. In
comparison to its neighboring countries, out of 14 countries, Serbia is lagging behind being at the
second to the last. Only Albania (93rd), Serbia (94th), and Bosnia and Herzegovina (111th) are
outside the top 80. Gap are particularly wide on technological readiness, with the Baltics
outperforming Southern Europe. Lithuania leads the region in technological and ICT adoption and
innovation, with less promising trends in countries such as Albania, Turkey, and Bosnia and
Herzegovina. Areas in which Serbia needs to have particular focus are business sophistication,
innovation, financial market development, and labor market efficiency.
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All countries need to continue implementing structural reforms to achieve higher levels
competitiveness. In particular, all would benefit from improving the flexibility of their labor markets
(with the possible exception of Hungary), developing the financial sector, and reducing red tape,
which is reported as one of the most problematictfars for doing business in the region.

A recent study'was performed that found a strong correlation between theGevernment
Readiness Index and the Global Competiveness Index. This study aimed at empirically relating the
competitiveness image of a cotm to the level of eGovernment readiness. The study found a
strong relationship between the ICT infrastructure capacity and maturity and the development of e
Government portals and the competitiveness of the country.

According to the Open Data ReadiseAssessment by the UNDBerbia is well positioned to move
F2NBINR 2y Ada hLSy 5Fa4GF AyAlGovérin@s Ddvalopnfet A R 2 dz
Strategy. It is also perceived that Serbia is moving well ahead on its sustainable development goals
While not a regional leader in this area, the country is well positioned for continued progress
regarding open data and increasing transparency of state authority operations.

Doing Business Report
Worldwide Ranking
Serbia and Neighboring Countries
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From the World Bank Doing Business 2016 réparé can determine that urettaking actions or

AYLX SYSyiGdAy3 aeadSvya GKIFIG NBRdzOS LINROSaa adSLia
ranking. In the past year, implementing the ConstructiegPeemitting system both reduced process

steps as well as shortened the duration bé&toverall process resulting in improving the ranking by 9.
Additional steps are already underway to further improve this process by enabling electronic

LI 8YSyd 2F aa20AFdSR FSSa GKFG oAff O2y (i NR 0 dzi
assessient. Compared to neighboring countries, Serbia ranks relatively low within this report.

In the World Bank Starting a Business assessi@&mrbia rank went down by 3 compared to the
previous year. This is partly due to improvements made by other cegnas well as the need for

further process reforms within Serbia to improve the process of starting a business. Implementing
specific measures to reduce the overall duration of this process and reducing the number of steps

the business founder mustperfsr g At € LI2aAGA GBSt & AYLI OO {SNDBALlQa
ranked countries have achieved success in this process by making several steps take a single business
day or less to complete. For instance, Moldova has reduced the procedure of rigistéthe

legal entity from 57 business days to-2 business days by automating part of the process. In
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Slovenia, the business owner can deposit capital in the bank and get a receipt the same day.
Registering for State Health Insurance in Estonieoig done online and takes less than a day to
complete.

2SQR fA1S G2 &KFNB a42YS RSGovekntnént systerdsil the2wgrsl, 2 ¥ G |
9 4 ( 2 yRohdQystem, as included in the World Bank Digital Dividends feport

G 9 & (i 2 yRéat i@ an ernet-based eGovernment system that enables participating institutions,
including private business, to communicate and exchange*Hata serves as a platform for
application development by providing numerous common services to users, including quayy, des
guery tracking, and data visualization. Its open design is protected by digital authentication,
multilevel authorization, log monitoring, and encrypted data transfers. This collective process
improves the user experience and motivates state institogioo develop digital services and people

to tap into digital government services. The common goal is to shift activities from the physical world
to the much more efficient digital realm.

w2l RQa dziAftAdGe A& SOARSYy(d A jaunchadsEin 2808 Waghy Dy G A | f
participating institutions. By 2013, almost 900 had jometD percent are national or local
government agencies, and the remainder private firms. The annual number of queries through X
Road rose from half a million to 340 millidn.2014, twethirds of queries were automated system
to-system exchanges. The remaining dhied, about 113 million human queries, reflects enormous
demand for eservices from a population of only 1.3 million.

¢CKS aeadsSyQa Yl Ay athn& yParicpatingdnstitutiohsretaih dwnérship 8 S O S
GKSAN) RIGlIT o6dzi OFy akKIFINB Ad 2N O00S&aa 20KSNJ
Information Act prohibits institutions from requesting user information already stored in a data
repostory connected to the Road"® ¢ Kdzd G KS & & & dodpMedwith dordiémientar$ O (i dzNB
policies has reduced the need for repetitive data entry, increased government efficiency, and
reduced costs to users. Ifservices are assumed to yield 30 minutesiime saved per interaction

(for the service provider and the citizen) relative to predigital physical interaction, the number of
applications in 2014 implies a savings of more than 7 million work days a §ehork days for

SFOK OAGAT Sy d¢

Additional detdls regarding these rankings and regional comparisons are available in Appendix 3.
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3.3 RECOMMENDATIONS
Synthesizing findings from interviews with key stakeholders and analyzing research reports on e
Government, a set of recommendations are provided forftaenework for eGovernment in Serbia.

3.3.1 InstitutionalFramework

A common theme from our interviews and reviewing various data souste World Bank and UN,
is that a key element to a successfuGevernment implementation is to have a centralized body
that manages and oversees theGmvernment framework.

This bodyneeds to be independent arghould have the political and institutional authority to create
and enforce guidelines, rules and definitions, as well as facilitate the sharing of data between
government institutions. Whichever option is chosen to form this central body, it needs to have
representation from the governent institutions that govern €overnment, ebusiness, and ICT
local municipalities, anthe National Assembly In addition, it is important that the input of the
bushess community also be includesh it is recommended that a Joint Working Group, similar to
the Fair Competition Allizce, be established so as to incorporate the input and requirements of the
private sector. Key to the success of this central body is to establish a Project Management Office
(PMO) that will be able to administer, track and manage the various compondntieoe
Government framework. The PMO can coordinate between various ministries and data owners,
establish common measurements and Key Performance Indicators (KPIs), report on progress to the
PrimeMinister and ensure participatioof all key stakeholders any particular eservice or process.

The PMO could also provide Project Management assistaitbethe implementation of eservices

or systems as needed.

The central body should be involved in the writing or revision of any laws pertaining to e
Govermment systens, regardless of which government institution owns the individual law. This will

help ensure that different laws are not duplicating or covering overlapping aspects of the law as well

as ensuring that ta law represents alstakeholders, not jst one particular viewpoint. As an

example, there is currently under development two laws, one coveriGgeernment and the other
coveringe-Business. Since they are being developed independently, it is undhedthe scope of

each lawis and whetherboth will cover esignature or some other common topic, or both will

exclude a particular topic that should be covered. The central body could ensure these two laws are
developed with awareess of each other and that KS& R2y Qi O2y GNImRAOG St
compatible in their scope.

Theindependentcentral body shoulde empowered by the Government to facilitate and enforce
cooperation between different institutions to share data, where allowed by law, and mediate
negotiations as necessary beter® ministies or data owners. Common rules, guidelines and
definitions regarding €overnment systems would be defined by this central badgt compliance
would be reported by the PMO.

It would also be possible for this central body to act as a Center of CongyetenICT skills and
system implementation that could be leveraged by all government institutions to augment their own
separate ICT staff and capabilitieEhere needs to be sufficient capacity within the population of IT
skilled individuals, particulgrlwith IT Architecture and Engineering skills, to be able to build and
maintain the infrastructure for the -€sovernment syiems. Anotheikey area where skill capacity
needed is Project Management.
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While the specific location within the government anmusture of this central body needs to be

determined by the Serbian government based on their own requirements and political environment,

it should be noted that 42% of UN Member States report having a Chief Information Officer (CIO) for
e-Government and 6% of European countries report having a CIO. TheetlnNations E

Government Surve§KI & F20dzaSR 2y /Lhad ¢KS AyadAdGdziaz2yl f
functions, roles and responsibilities seems to have an important impact on the overalinsuslity

of whole-of-government approaches and collaborative governance. The importance of the CIO or its
equivalent is to create a unified and centralized agency responsible for designpigmiemting and
disseminating &overnment throughout the ent& public administration in a seamless way. This

analysis also falls in line with the data analysis of countries with a CIO or equivalent; proving that a
unified, consistent and iddifiable authority managing-€overnment can have a positive impact on

a2 dzy i NEQa LISNF2N)NI yOSerntickdlivenKS ljdzl t AGe 2F GKSANI ¢

3.3.2 Establish common data definitiofts interoperability

We heard from many different stakeholders that the sharing of data was being hindered or stopped
entirely because of varying ways obshg data in separate system&ne of the greatest challenges

to promoting effective collaborative governance is that too much emphasis has been placed on
interoperability as being merely a technical isstlie. support the exchange of data, there will also
need to be some coperation of business processes between institutioirgeroperability is vital if
e-Government services are to be rolledt in a shorter time, at a lower cost and be delivered in a
seaniess way acrosSerbia.

A common practice for EU Member states is to aggregate thBigedS Ny YSy i a SNIIA OSa
SPSyitaé¢ 228NIGDAIRESYESH this feans ltbatethe kddvitesis organized around an

event that makes sense to the customée they a citizen or an enterprise, and that the customer

need not be aware of the various publiadministration bodies that coperate in seamlessly

delivering the service. It is clear that agreement on common standards and specifications is essential

to support life events and information sharing@vernment services

There are threeaspects to interoperabilif}f that allows information and computer systems to be
joined up within and between organizations.

A Technical Interoperability- which is concernedwith the technical issues of linking up
computer systems, the definition of open interfaces, data formats and pratodotluding
telecommunications

A Semantic Interoperability- which is concerned with ensuring that the precise meaning of
exchanged informi#on is understandable by any other application not initially developed for
this purpose

A Organizational Interoperability- which is concerned with modely business processes,
aligning information architecturewith organizational goals and helping busisgsocesses
to cooperate

To ensuretechnical interoperablity of ICT systems andfficient data sharing it is messary to
establish commordefinitions of interfaces, data formats and protocols that will be usedhis
involves specifying the data typesdatheir key dributes, the technical protocol that will be used

and the network path that connects the systemBefore data can be shared it has to be reformatted

or converted, which requires additional analygispgramming, effort and introduces possity of
variability in the data. Once common data definitions are established, the sharing of data between
systems will be streamlined, efficient and reliablln addition to the technical details of the data
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being shared, it is necessary to ensure theaning of the data will not be changed as that data is
used by different systems.

It is this combination of agreed rules on standards and on processes, coupled witiefirstid
agreements on the roles, duties and responsibilities of all parties inddivbether at the European,
national, regional or local levels) that provides the foundation for the successful realization of e
Government.

An example where this is needed today is the establishment of the Inspection Controls system. This
system has togport many different inspection processes that operate independently today. To
build an effective and efficient system, it will be necessary to establish common defndan how

the data is representednd stored in the system so that the data can hared between the various
systems.

Furthermore, the interoperability of databases and the information they contain would allow public
FRYAYAAUNI GA2Y G2 A YLHedr Sepites W& cahrdtSe imRemsne@ onOf A Sy
disaggregatedhformation. These would typically involve the provision of cligmcific services that

can only be determined when client data from multiple sources is aggregated and evaluated as a
whole. But the sharing and exchange of information raise important datatection and privacy

issues. These must be suitably addressed3bgernment services based on information sharing and
aggregation are to gain acceptance and usddss in turn may well have setis implications for
interoperability policy to ensure hiat privacy concernsamn be met while providing sucle-

Government service¥'

Failure to put in place interoperable@overnment systems will have both economic and social costs.
These include: static unresponsive public administrations that are expemsitetand are unable

to implement policy in an effective and timely manner; the inability to develop value added e
Government services based on sharing information from multiple heterogeneous resources; and
higher costs and a greater muhistrative burderff 2 NJ { SNB A Q&4 Sy i SNILINA aSao

Since thesdnteroperability aspectsieed to take into account the needs of various systems and
stakeholders, the cenél body mentioned in Section 313 should driveand coordinate the
establishment of the definition of thesespectsto ensure appropriate input and consensugn
addition to government institutions, the perspective of the data submitter (citizens, businesses,
other institutions) needs to be taken into account as well.

3.3.3 Establish Systems of Record

To mitigate agmst issues ofdck of a singlerepository of information and data quality, we
NBEO2YYSYR KIFE@Ay3a | aeadSYy 2F NBO2NR AdPSd | WaAy
multiple transactions.

By setting up a system of record, three variationgsefies can be addressed.

A For attributes that are collected in multiple registers and/or forms, establish one database as
GKS waeaidsSy 2F NBO2NRQ 9EFYLXSY /wh{h (2RI &
RIFEGE &a2dz2NDS& | yR § KeenovRiawe ispesdisigndicant efforvid tiy O K @
to determine which data is correct. If one data source was designated as the System of
Record for Address information, there would be no additional work necessary.

A For attributes that do not exist in a siegnational registry, establish one national registry for

information. Example: Person registry with birth data & full names
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A For similar data types that exist in separate databases, establish legal framework to share
data. Example: Health registryking names and National ID number;

It is important to consider the interaction between the central government & local governments and
ensureace2 LISNI GA DS | LILINBIF OK G2 GKS AYLX SYSyGlridAazy 27

3.3.4 Training and Transition

Based on inputs from several interviewees, Serbian government institutions typically approach
AadadzsSa oAGKAY (GKSANI aaArfz2aé YR A&dadzSa FNBE Gl
collaborative perspective. At the same time, citizens and businesgesleananding more open,
transparent, accountable and effective governance, while new technologies, especially ICT, are
enabling effective knowledge management, sharing and collaboration between all sectors and at all
levels of government whether croémrder, national or local.

The success of any large transformation program depends on effective change management and
communications to stakeholders. The adiopt of a unified strategy of-€overnment in Serbia is

one such large ongoing transfortien. For omoing success of -@overnment initiatives,
comprehensive stakeholder management, training and communications are essential.

While breaking down organizational silos is easier said thae,damrecommended in Section 3.3
a central body is key to the delopment and management of@overnment policies.

In addition to governmental change, benefits of electronic services should be highlighted to citizens
through marketing & communications efforts. Sometimes citizens prefer face to face interaction to
electronic submission. By highlighting the benefit (savings in time, cost etsgrviees can be
promoted to citizens. It must be noted that Serbia has a very large percentage of internet users for
leisure; it is not a stretch to expect that more business bedacted through electronic means by
highlighting relevant benefits.

Some other factors to consider as parteénaging transitioris the recognition that many long term
governmental employees are reluctant to embrace technology; in such cases apprdpaiateg
needs to be administered orethnology & for deploying-€overnment initiatives. By addressing
concerns about role changes with the adoption of technology, it is possible to promote an
affirmative attitude towards the acceptance of electronicapproved documents.

As outlined in the UN-&overnment survey of 2014, a number of enabling factors are needed to
advance whole of €&overnment.

A First, there is a critical need for new forms of collaborative leadership and shared
organizational culture nicluding reshaping values, mindsets, attitudes and behaviors in the
public sector through visible guiding principles and leadership.

A Second, new forms of institutional frameworks for effective coordination, cooperation and
accountability need to be put iplace across government, between governments and with
relevant nonpublic actors which can contribute to creating public value.

A Finally, and often underpinning the other enabling factors, it is essential to harness the
power of new technology through apmpriate ICT management strategies for enhanced
collaboration. The global spread of the Internet and the application of ICT in government, as
well as greater investments in telecommunication infrastructure coupled with capacity
building in human capital,an provide opportunities to transform public administration into
an instrument of collaborative governance which directly supports sustainable development
outcomes.
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3.3.5 Open Data Framework

Within Serbia, open data framework is stated as a priority and effiedsby several ministerial
stakeholders have been initiated\ piece of data is open if anyone is free to use, reuse, and
redistribute it ¢ subject only, at most, to the requirement to attribute and/or shake. We
recommend that efforts to promote opedata frameworks be accelerated.

European Commission in their Digital Single Market sttglypport open data for 4 reasons:

A Public data has significant potential foruee in new products and services

A Addressing societal challenggshaving more dataopenly available will help discover new
and innovative solutions

A Achieving efficiency gains through sharing data inside and between public administrations

A Fostering participation of citizens in political and social life and increasing transparency of
govenment

Through assessments conducted by World Bank, it has been found that a wide raSgebiain
government bodiesre willing to move forward with open data as a means to increase government
effectiveness. Several institutions, such as in particularMhieistry of Public Administration and

Local Self Government, Ministry of Finance, Ministry of Interior, Ministry of Education, Statistics
Office, Public Procurement Office, Agency for Medicines and Medical Devices, the Public Policy
Secretariat, the SerbhimBusiness Register Agency, and CROSO showed willingness during and after
the Open Data Readiness Assessnt§@DRA, while being realistic as to their current situation and
opportunities.

This provides strong opportunities for straightforward pifbjects, which in turn will provide the
experience and motivation that will bring other agencies to the table as well. According to World
Bank estimates, opening of data on the level of the European Union would increase the business
activity to up to EURO billion per year, and it is estimated that 80% of the overall benefit from open
data would be obtained directly by citizens, business sector and the investors.

Fostering a stronger collaborative attitude between government agencies, civil society and th
business and developer communities will allow a more successful open data program.

A successful national open data initiative in Serbia will require:

A Raising significantly greater awareness across government on what open data is and its
potential as a plicy instrument, thus creating more collective political commitment and
sustained central leadership across government.

A Exploring creatively the possibilities of funding an open data program, or building blocks
thereof, through both existing programs inr@vernment and administrative reform, as well
as collaboration with donors (in both existing projects to strengthen public service and
societal impact, and in specific open data projects).

A A strong collaborative effort between government agencies, civiletp and the business
and developer community, to build more trust between government and-government
stakeholders.

A Leveraging the small clusters of relevant IT and data expertise across a wider section of
government bodies.

3.3.6 Legal Alignmerg e-signdure and edocument acceptance and validity

According to NALED analysis, there are over 100 related laws dadrdyhat need to be updated
or modified to align with the signature and @locument laws. These are cases where other laws
indicate that a pper form or a seal is required as proof or evidence of compliance with thatllaw.
is necessary to ensure that other laws andlénys be aligned with any new@overnment related
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law. As an examplihe Law on Administrative Procedures which went intdezft on March 92016
will also require other laws or Haws to be changed to be in compliance with the new law.

Laws and practices need to be updated to ensure the acceptance and valididootiments and €
signatures in thgudicial system, inspections, and enforcement processes. In some cases, the law
clearly states that the -document is official and valid, but the practice or local procedure of the
inspector or other government official is to only accept a paper document.

The &ceptance of elocuments and aignatures also needs to bedirectional. If the submission is
allowed to be electronic, then the remission and distribution of that document must also be allowed
to be electronic.

When new laws are adopted, it is also assary to ensure the Judiciary system has a listing or
database of what laws are affected or modified by the new law so that they can rule/judge
accordingly.

3.3.7 Multi-Level Authenticatioand eCertificates

A painpoint that was consistent interviews was the current implementation of theSignature
certificate system. It is a cumbersome, technically complex system that drives a lot of frustration for
users and hinders widespread usage as a result.

A recommendation is to establish a md#vel authentication system whereby different
authentication/approval/signatory methods can be used for different processes. The law(s) can
specify the appropriate level of authentication required basedfte risk/value of the process, while
leaving tte specifics of the actual factors used to be determined by the implementer and current
technology.
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The following table illustrates the various types of factors that can be used in an authentication

system.

Authentication Key factors

FACTOR | DEFINITION EXAMPLES

Knowledge | Something only | password, PIN or pattern that the subject knows and produ
Factor the subject knows| when challenged

Possession| Something only

Factor the subject has | tokens, Magnetic Stripe Card, Smart Card, Mobile Phone
Inherence | Something only

Factor the subject is biometrics information such as iris pattern, finger print etc

There are five categories of factors as defined by the State Service Commission of New Zealand
Governmenf® These are: Password, Hardware Token, Softweken (the existing Serbian-e
Certificate system is an exampl€ne Time passwords, and Biometrics.

For different processes, varying numbers of factors can be required to establish authentication.

Single | For example, to add credit to publizansport Nol card of Dubai, it takes on
Factor | password, which is a knowledfgctor.

This uses two of the three factors of authentication. For example, in most o
financial transactions to pay for a public service, usually-flaebor authenti@tion is
used. The first factor is typically a password (knowledge) and then a token geng
or mobile phone received key (possession). To enter a foreign country you may r
Two two-factor authentication by supplying your passport (possession) and iangeich
Factor | as iris scan (inherence).

This case uses all three factors of authentication. For example, to enter a secur
or a government building, a guard may check the face of the entrant (inhergq
Three | against stored image, swipe an accessd (possession) and enter a faligit code
Factor | (knowledge).

The notion and nature of authentication changes for different stages of services. While many
different service type definitions are in place in the context eB@ernment, one of the most
popular service type definitions came from Chandler and Emaritiels
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Transactional

Value

Informational

A 4

Authentication Complexity
With Increasing Value Public Services Require More Complex Authentication

The Informational service type is the provision of information about government services, policies
and agencienline. It is a onavay communication from government to the subjects. Usually
Informative type of service does not require authentication since governments want to freely
disseminate information.

At the Interactive stage the citizen or subject may engaigéo basic level of interaction with the
government. Such service may provide specific information about a subject instead of generic
information. Example of such service is to get the health records or tax records for a subject.

This type of service requNB a SaGl o0t AAKYSYy(d 2F &ddzwa2aSoiQa ARSyld
is must. In ideasituation the authentication should happen against the national register with the

national unique identifier. However, usage of other identifiers such as dospenific ID, system

specifc ID, or in some cases Oper{{Bnay not be rare.

TheTransactionakype of service allows performing transactions of value between government and
subject. Examples of such services are filing tax return or accessing benefitpayride type of
authentication would be similar to interactive service. However, additional level of security, such as
multifactor authentication for financial transactions may also be applied.

Thelntegratedtype of services often integrates multiple \g@nment agencies and departments to

deliver value to the subject. Many governments offer single window system to set up business.
LYGSNylrtte GKFG WaAay3atS gAyR26Q O2YoAySa YdzZ GA L
hassle free for the entrepreeur. This single window service is an example of integrated type.

Because of involvement of multiple agencies and their corresponding system of records, this type of
service may require multiple authentication, thus most complex. An easier option isptenrant
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singlesignon (SSO). But interagency SSO implementation in uniform fashion is difficult to achieve
and may not exist.

l'Y20KSNJ YSGUK2R 2F OF LIidzNAy 3 |y -tSIi OIS NEK A OK arnayt
input device that captures thpen strokes of the user. This method captures more than just the
resulting image of the physical signature of the user, but can also capture attributes such as pressure

used and speed of the pen that can be used in addition to the visual appearancesidiature to

verify identity of the user.

Electronic certificates are beneficial as a very strong form of authentication and can be used for a
variety of servicesQualified electronic certificates have been regulated by a legal framework and
issued in Serbia for several years nduurrently five authorized agencies can issue electronic
certificates. However their acceptance has not been according to expectationtodueariety of
factors.

For example:

A Certificates are not compatible with each other. Technical (Java) compatibility issues cause
burdensome installation & uninstallation procedures. Family members sharing an electronic
device have to contend withninstall and reinstall processes.

A Only certain types of electronic certificates are accepted by certain agencies, requiring
procurement of multiple certificates by an individual / entity depending on the area of need

A The law calls for qualified electrorsignatures created by-eertificates to be retained for a
period of 10 years from the time of signing; however the actuediificates themselves can
expire within a maximum period of three years. This creates a gap in being able to validate
the electraic signature.

It is recommended that:

a) Operational factors be addressed to gain better traction on adoptiorceftificates.

b) The number of agencies qualified to issue electronic certificates be rationalized to make the
process of securing & usitigem smoother.

3.3.8 EPayments system

A system needs to be established to allow acceptance-péayenents forall government fees,
services and taxes.The World Bank has established 10 delines for Government Payment
System&@that lay out the foundational a@ns and components that need to be implemented. The
goal of these guidelines is thatapments and collections made as part of existing or new
government payment programs should support the sound, efficient and transparent management of
public financial @sources. Government payment programs should therefore be safe, reliable, and
costeffective. In addition, efforts to modernize government payment programs should be leveraged
to accelerate the development of the national payments system more broadly,t@momote
financial inclusion.

28| Page



A. Governance, Safety and Efficiency

Guideline 1

Ensure proper program governance and risk management. govern
arrangements should ensure accountability, transparency, and effectivene
managing the risks assatéd with government payment programs.

Guideline 2

Review and streamline treasury processes, then work on their automation
treasury should devote extensive efforts to identifying all relevant needs
regard to improved safety, efficiency atrdnsparency.

Guideline 3

Take full advantage of electronic payment methods: the extensive us
electronic payments in government payment programs can reduce costs
improve transparency and traceability.

Guideline 4

Create appropriate organizationaarrangements to foster the continuou
development of government payment programs: the national treasury/ministr
finance should consider engaging in collaborative schemes with the central
and other stakeholders to identify additional improvemenpportunities for
these programs and, eventually, facilitate their implementation.

B. Legal and Regulatory

Guideline 5

An appropriate legal framework with specific applicability to governm
payment programs can further underpin their safe and efficiepération: laws
and/or regulations that provide clarity and certainty to the various par
involved, and that promote effectiveness and transparency in e¢kecution of
programs should be enacted/approved.

Guideline 6

Laws and regulations on paymeimstruments and systems, competition ai
consumer protection can also have an important bearing on government pay
programs: the legal basis should support sound and fair practices in the n
place, and be flexible enough to accommodate innovations.

C. Payment Systems Infrastructure

Guideline 7

An appropriate payments infrastructure should be in place: the potentia
obtain substantial benefits from migrating government expenditures
collections to electronic payments relies on there being taquired payments
infrastructures to process such payments safely, efficiently and at a reaso
cost.

Guideline 8

Maximize the potential of the available infrastructures through interoperab
and widespread usage: payment service providers being &blchannel their
payment operations through any of the key mainstream infrastructures prom
efficiency, network expansion, and a level playing field for all players.

D. Cooperation and Partnerships to Leverage Government Payment Programs

Guideline 9

Adopt a strategic approach to the development of government payn
programs: the reforming of government payment programs has the potentis
trigger the development of a robust payments infrastructure, which in turn
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support the safe and efficieqirocessing of government payments.

Guideline 10 | Leverage on government payment programs to promote financial inclusion
large volume of payments issued by governments, as well as the nature of
specific programs like social spending programs, esgnts an opportunity tc
promote or facilitate financial inclusion on a large scale.

Guidelines for the Development of Government Payment Systems: World Bank 2011

Serbia already has severaPayment systems in place which should be reviewed againsthibeea
guidelines to ensure they are a proper foundation to build and expgmh additional ePayment
systems and services

To illustrate the benefits and potential impact of an effectiv®ayment system and specifically
highlighting Guideline #3, we wilza S . &NJ 3 A 4 1Q D yramiab anletample. When Brazil
changed to a centralized-lRayment system for disbursing payments to {meome families, it was
able to reduce the administrative costs of the program by 75%.

It is also important to point ot that implementing an é€ayment system leads to greater
transparency and reduces corruption as it reduces the number of cash transactions and all payments

are tracked centrallyGiven the liquidity and transactional anonymity of cash, cash payments are
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particularly in the context of government transfers. By moving toward digital payments, the
traceability of the payment process is improved.

3.3.9 Centralized d°rocurement for ICT

Digital technologies can provide a new lease on life for transparency initiat¥@gernments
annually spend over US$9 trillion on procurement, at high risk of corruption, both in bidding and
during contract execution. -grocurementis technically easy to implement, yet, developing
countries have invested less in such systems than in the more complex budget and treasury
systems or have doe so without the complementaryeforms to deliver results. -grocurement

also has the potentialat galvanize substantial support from the business community by reducing
barriers to entry snce it expands the market to new entrants, including international fiemd by
opening political space for reforri’

It is recommended that thexisting procuremenportal (http://portal.ujn.gov.r9 be the central place for
requesting and managing gbrocurementtransactions related to ICTThis central procurement
activity can be usedo leverage economi d scale andimprove hardware and software
compatibility, thereby improving overall transparenc¥=Procurement facilitatessovernmentto-
Government G2G and Governmento-Business (ZB) communication; this will permit smaller
business to compete forayernment contracts as well as larger business.

Hardware and software infrastructure procured independently by different parts of the government,
frequently leads toincompatibility br storage & exchange of data and to inconsistent security
standardsIn addition, this leads to suoptimal use of funds provided through EU grants.

For the reasons mentioned above, it is recommended a central procurement strategy be followed

30| Page


http://portal.ujn.gov.rs/

3.3.10 Back office support forgystems and alignment with new laws

We have found and heard of several examples where a neywstm is put in place, but there are

still manual papebased processes that feed into thasgstem. These back office processes are not
directly dictated or governed by laws, but are the intdrgavernmental institution processes that

are necessary to process information and provide services. When evaluating the overall e
Government framework scope, these back office procedures should not be neglected or dismissed
as trivial. As much as podsipbwhen developing any new system to support aseevice, the back

office processes should be incorporated directly into that system. Where that is nobleeasi
immediately possible, the it needs to be captured as a future activity that still must b
accomplished to truly gain all the benefits of implementing an electronic system. In some cases, the
motivation to update will be seljenerated by a department as they get frustrated by having to re
enter paper forms into the electronic system.

An exanple of this includes the-permitting system which is entirely electronic. However, the input
from various local entities is still generated by a manual process. Another example is that the
Central Registry does automatic reimhe verification of soménformation, but it takes 3 hours for a

Tax ID to be verified from the Tax Authority.

3.3.11 Additional Recommendations

We also want to include some additional recommendatitimst came up through our interviews
and research. It is important that the capacitydaawvailability of IT skills to implement and support
e-Government systems, including at the architectural level, is assessed and kr@arernment
employees need access to technology, and the skills, attitude and knowledge to usesjitecific

plan mayneed to be put in place to develop or attract additional skilled resources to have sufficient
gualified personnel to develop and maintain the require@evernment systems.

When working with edocuments it is important to be able to know when they weigned and
when they were submitted or remitted. An accurate tirssamp mechanism and process needs to
be implemented that can assure accurate tracking and recordingheh such actions take place.
This time stamp system needs to be accessible by thatfpublic and private sectors.

The topic of earchiving has been raised in several discussions while developing this Framework. Itis
our recommendation that its not necessary to implement &mral earchiving law or system.
Rather, the storage and rention of the electronic documents and information is a birlfunction

of each IT system. The best method of retaining this information will vary based on the technology
of the system, the type of data that is being stored and the required retentioatiun.

For example, birth certificate data needs to be able to be retrieved for the entire lifetime of an
individual and even beyond, for genealogy and historical purposes. This could easily surpass 100
years of retention duration. Alternatively, tax teghs might only be required to be retained for 7
years. The storage and retrieval system for this might be very different than the one used for birth
data.

It is important that anlT system be complnt with the law dictatingthe retention period for
information. In the case of birth data, care will need to be taken whenever systems are updated
that existing data is carried forward in a format that will continue to be able to be retrieved and used.
Storing data on media or data format that will be oletelin 20 years, or certainly 100 years, will not

do anyone any good. The data format will need to continue to be refreshed as technology changes
over time so that the continued access and usage of the data remains.
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As a further clarification on the stoga and retrieval of data, it is not necessary to savérageor
exact copyof a particular form or document. If all the data elements are stored in the database, the
document can still be printed upon request and be a valid document, even though totimage

of that document does not exist within the database.

In summary, it is incumbent on the IT implementer of any ICT system that the system has
appropriate function and capability to be compliant with the appropriate laws regarding data

retention andretrieval. The exact technology, method and process of storing and retrieving that

information is the responsibility of the-®/stem owner and implementer.

IT Security is always a concern when implementing newséems. Standards should be adopted for
the minimum common security requirements for theGovernment system, while leaving the
flexibility for individual systems or application owners to implement more stringent security
measures for those systems that warrant it.

lllustration of APl usage

It is recommended that as the overallGovernment system is implemented, that the use of
Application Programming Interfaces (APIs) continue to be leveraged. The use of APIs enables
separate independently developed systems to effectively exchange informbétween each other.

Think of it like a human language but for software, so it really allows one software or application to
communicate to another. This allows information, data and services to be exchanged more clearly
and efficiently to build a appli@tion, access a feature or servjdaut with controlled exposure.

APls are not experimental, ore than half of all the traffic to major companies like Twitterd

Facebook come through APISAPIs are a better way to organize IT: APIs used internally can
aOO0StSNI UGS Ayy20FiA2y o0& |ftft26Ay3 SOSNEB2YS Ay Of
having to wait around for permissionUse of APIs can help avoid the need to create entire new
databases/registries to store aggregated data, which entaila devnership concerns and additional

ICT infrastructure costs. APIs are also a key component to enabling true Open Data availability.
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government datasets and statistics, ripe for analysis by statisticians, journalists and data scientists. In
(KS !'{3 (KS28QOS +taz2 085Sy &GS RACLEy diffeteNBdge y3 (i 2 6
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APls.

The background behind this lies in Executive Order 13571 issued by the Obama administration on
April 27, 2011. Title®{ G NB+F Yt AyAy3 { SNBAOS 5Sft AGSNE |YyR LYLJ
that government agencies examine how they can improve the delivery of services, and emphasized
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that this should be achieved with digital technologies. Shortly after that, Obama deyf OSR & 5 A I A
D2OSNYYSyYydyY .dAfRAY3 | wumad /SyiddaNE tfFdF2NyY G2
how this content would be delivered to the American public. Namely, with an open API which would
simultaneously act as the lynchpin behind amher of government IT projects, but also provide

access to privatelgeveloped applications.

3.4 ACTIONALAN

In this section we portray a suggested order and timeframe to implement many of the actions and
recommendations discussed within this paper. Manyheke actions can be done in parallel and it

is not necessary to finish all shaerm actions before mediurterm actions can be commenced. In
terms of time, shorterm can be thought of as going from immediately to about 6 months from
now. Medium term an be interpreted as from 6 months to 18 months. Long Term is more than a
year out.

Adjustments to the order and timeframes should be made as implementation plans are finalized and
more detailed information about each activity is known.

Gommment

Strategic Roadmap for e-Government in Serbia .

[ shoriiem Sl iecumtern  lLongtem 4

m-Government
All government services integrated
and accessible to businesses
and citizens via mobile

Re-align IT departments
to report to single
e-Government central body
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Activities
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Establish open data framework
policies

Refine legal framework to accept]
e-Payments without additional
paper copy requirements

Establish central Procurement
Portal & provide authority

Mo central citizen data portal

ldentify sources of funding
for technical deployments

Promote citizen & business
awareness of central portal

Minimal cross government
department collaboration

Establish PMO / Leverage

Training and enablement

Delivery Unit to oversee
of government staff

projects and deliverables

Multiple common government
portal

< Education, Awareness Building, Communications 2>
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4 BENEFITOF IMPLEMENTINE®VERNMENT

In this section wesummarize and highlight several of the benefits that can be gained by
implementing eGovernment framework.

1. According to World Bank" Digital technologies can help improve government capability and
citizen participation by:

A Informing citizens and giving them an official identity so that individuals can make better
decisions for their health, their safety, and education for their ¢hilg and can access a
variety of publicly and privately provided services;

A Streamlining processes to reduce discretion and opportunities for-seaking, ensuring
that public resources are collected and spent efficiently, without leakage;

A Receiving feddack from service users to regularly track satisfaction, identify problems, and
improve service quality;

A Improving service provider management through better monitoring so that government
workers both show up at work and are productive.

2. Governments GaSave Up to 75% with Electronic Payment Progf&ms

Improvements that make government payment programs more efficient, safer and more
transparent can cut related administrative costs by as much as 75 percent.

3. EGovernment can help deliver employment sims to potentially extend its reach to job seekers
and other citizens, including the rural poor. As far eanmgployment service types are concerned,
information services are one of the most important. Aating to the latest stud§"on youth
employment inBangladesh, Ghana, Indonesia and Spain, lack of skills and information on jobs
available are actually perceived as bigger challenges than the lack of available jobs.

Figure 7.5. Youth unemployment in Bangladesh, Ghana, Indonesia and Spain:
Job search challenges

B Lack of skills
W Lack of infarmation

Lack of jobs

Percertage of unemployed youth

Source: Dawes, L. and Marom,
R. {2013), Mobile Services for
Youth Employment in Bang-
ladesh, Ghana, Indonesia and
Spain, p. 14,

Bangladesh Ghana Indonesia Spain

In Europe, in the current economicigis, eGovernment policymakers actively expandeshd
adapted service offerings. The citizen e Sy i aSNIPAOS:I Wi 221 Ay3a F2NI |
that is used most, with over 70 per cent of users making contact with government online. This is
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many countries.

4. The main advantagef@n electronic governmenwill be to improve the efficiency of the current

system. That would in return save money and time. The introduction would also facbiedtier
communications between governments and businesses. This will have the advantage of creating an

open market and stronger economy. Business and citizens can obtain information at a faster speed

and it is possible at any time of the day.

The societyis moving toward the mobile emections. The ability of an@vernment service to be
accessible to citizens irrespective of location throughout the country brings the next andtiptyen
biggest benefit of an-€overnment service. The society is moviogvard the mobile connections.

5. e-Government can help forward the reform agenda. When aligned with modernization goals,
implementing eGovernment can help administrations focus on the additional changes needed to
meet service delivery and good governammncerns. At the same time, it provides some valuable
reform tools and builds support from higbvel leaders and government employees for achieving
those objective®¥™

Through citizen engagement-@&overnment can improve the overall trust relationshiptiaeen
government and public administrations. By improving information flows and encouraging active
participation by citizens, -Sovernment, is increasingly seen as a valuable tool for building trust
between governments and citizens.

6. According to EU Gemnment Action Plan 2028020 Full endto-end eprocurement can
generate savings between 5 to 20%.

7. According to World Bank estimates, opening of data on the level of the European Union would
increase the business activity to up to EUR 40 billionypar, and it is estimated that 80% of the
overall benefit from open data would be obtained directly by citizens, business sector and the
investors.

8. Benefits- The study™identified the following key benefits:

A Improved service delivery 80% of eGovemment users rate the improvement in service
delivery of significant omoderate social benefit to them

A Reduced consumer costd5% of survey respondents statduely had saved money by using
e-Government services. 10% of people and 23% of intermediarigsried they savd more
than $25 per transaction

A Social benefits 86% of users felthat the overall benefits of €overnment services was
either significant (36%) or modera(60%)

People accessing@vernment services reported:

80%ca significant impovement inthe ease of finding information
75%cimprovements in service quality

75%cthey are better egipped to make better decisions
68%¢considered their access to pubrecords had improved
52%cimprovement in business or work opportunities

> > > >
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9. 67 % d agencies expect to reduce costs significantly due to improved business processes

Many agencies are not measuring benefit/cost ratio adequately. Currently, agencies are tracking
program costs and there is some evidence of tracking of agency findeciefits. However, fully
identifying and assessing the primary sources of value of government online programs, including
their social value, will require significant effort

10. Governments can achieve significant cost savings by moving citizensserség on
e-Government

Channel Cost Per Citizen-Government Interaction

$18.00

$16.00 A

$14.00
$12.00 /
$10.00 / ——City

$6.00 —

$4.00 /
$2.00 /
$_

Internet Phone Face-2-Face

Source : Economics of -@me Services in Utah, Center for Public Policy & Administration, University
of Utah ; ServiceCanada transaction costs 2012 ; City of Hamilton, Ontario transaction volumes
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5 OBJECTMAETHODOLOGY HORORITIZATION
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weekly basis and cross them off when they are done and add items when they come up. Managing

this for yourself or for your family is ndbo difficult and helps ensure you remember all the things

that you need to do. However, it gets much more complicated when trying to manage-tieelist

for an entire organization or an entire government. Now you have many more items on your list and
whomever put them on the list feels that their item is the most important and should be done next.

How does one manage these competing priorities? How isit@ode2 SOG A @St & O2 YLI NA Y
priorities?

There isa standard tool used in Project Manageniemethodology that allows the objective
prioritization of various projects based on a common set of criteffdis allows everyone to see
exactly why a particular project ends up with a higher priority than another.

Using an objective methodology for pritizing what projects are done in what order helps ensure
that the projects that will provide the most benefit in the shortest timeframe will be done first. It
provides a clear, consistent, and transparent process for decision making. It also hefpzenihe
wasting or inefficient use of resources. Finally, this is a repeatable methodology that can be used to
reassess priorities whenever key factors like the economic environment or political situation have
changed.

The first and probably the mostitical component to this methodology is to establish the rating
criteria. What are the factors upon which the potentiatojectswill be evaluated? Typically, these
factors include areas such as strategic fit, investnrenjuired, technical feaibility, development

time, potential impact (measured in money, population, visibility), and complexity. When coming up
with the criteria, be sure to keep in mind the various stakeholders and perspectives of the various
types of projects you will be comparing agstieach other.

In order to compare these criteria against each other, it is necessary to assign a weighting factor to
each. This should be used as relative importance. If Criterion 1 is considered to be twice as
important as Criterion 2, then the weighg factor for 1 will be double the weighting factor as for 2.

It is recommended that assigning the weighting factors be done as a group to ensure consensus,
since this is the most subjective part of the process. Assigning weighting factors is notcan exa
formula and you will have to make sure the results are reasonable. It is common to have to make
small adjustments to the weighting factors a few times until they work most effectively.

Next it is necessary to establish the criteria rating descriptidrige rating scale we will use is 1 to 5,

soa description for each criteriof SSRa G2 0SS R2ySo® 2 KId R2Sa | amé
like, and repeat. This will provide consistent and clear definition on why something is rated a 2
versus a 3dr a particular project¢ KS dapé NI GAy3 aKz2dzZ R 6S (KS Yz2ald
least desirable rating. If wase Cost as an example criterlon § KSy (GKS RSAONALIGIAZ2Y
Wi SNE G2 wmnInnn €QI oKAfSeamé YAIKG 0SS aY2NB (Kl
The penultimate step o actually rate each project. This can and probably should be done as a

team or group with representation from the various stakeholders in the projects being rated. Using

the rating descriptions described above, it shouldpessible to get the entire group to agree on a

rating for each project for each criteria.
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Finally, when all the ratings are completed, you can sorfpitegect list according to the sum total to

see which project is rated highest on down to the lowe$tthe totals br two or more projectsare

too close, another round of review and voting may be called for; or a more detailed analysis of the
projectsmay be necessary.

It is suggested that this prioritization process be performed with no more than 25 povjects and

10 criteria. Using more thatihe suggested numbers of projects and critendl end up with many

tie scores and be very difficult to manage the rating process. If necessary, the total scope of projects
can be broken into subategories vkich can then be individually prioritized. A minimum ef 3
criteria should be used to give sufficient differentiation between project scores.

Additional details on how to use the tool and the process are included in the attached Excel file,
which alsacontainsthe prioritization tool itself.
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5.1

ILLUSTRTION OF METHODOL®E®TOOL

Project Prioritizer

Weight Limits
Lower Limit 1.00 Lowest importance
Upper Limit | 10.00  |Highest importance
3) Rating Values Description
<< Least Desirable Middle Most Desirable >
1) Rating Criteria 2) Weight 1 2 3 4 5
All requirements can be
Technical Feasibility More than 1 met with additional All requirements can be
requirement cannot be |investment or time or  |met with additional All requirements can be |All requirements can be
8.00 met increased project cost  [investment or time met with additional time |met
Population Served Population = 1000 > Population = 100,000  [Population = 500,000 > |Population = 1 million >
10.00 Population = 0 > 1000 |100,000 =500,000 1 million 2 million
Potential Savings 10.00 0 or 10,000 € 10,000 € to 100,000 € |100,000 € to 500,000€ |500,000 € to 1 million € |Greater than 1 million £
Global Ranking no change in ranking or |increase ranking by 1 |increase ranking by 2-3 |increase ranking by 4-5 |increase ranking by
improvement 5.00 negative movement step steps steps more than 5 steps
e =9 months and <= 12 [> 6 monthsand <=9 |> 3 months and <=6
6.00 > 1 year months months months <= 3 months
Development &
Implementation Cost 7.00 Greater than 1 million € [500,000 € to 1 million € |{100,000 € to 500,000€ |10k £ to 100,000 € 0to 10,000 €

Project Prioritizer e

Project Priority Calculator

2) Rating1-5
= b
3 | 3| 3 E| 6
o £ £ | 2 E |25
o ] = L= = b=
& o 2 |€8| & T 8 Total
Number " é = SE E E é Z(Weight x
£ = = T 5 o Rating)
5 a 2 | a8 5 5 e
1) Project Description o & e |wE| 8 |8E| o = o o
o o
. g8 |S|2|8|8|8s8|8|8|8]|s
Weight o s S 0 o ~ S = =) =)
1 Establish Central e-Government body 5 5 3 5 4 5 204
2 Establish e-Payment system 3 5 5 4 2 5 191
3 Establish Central e-Procurement portal 4 1 5 3 3 3 146
4 Establish Central Birth Registry 1 5 3 3 2 3 136
Project Prioritizer
Tool.xlsm
_———==
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6 CGOMMUNICATION AND ADSACY PLAN

With any large undertaking, it is necessary to ensure that all invgdeeties are fully aware of the
goals of the initiative, who the other participants are, agree with the plan to achieve the initiative
goals, and understand their own role within the initiative. To accomplish this, a communications
plan is required.

takK2df R 68 y2G8R (KId RSGSt2LAY3 I O2YYdyAOl (iA2y
strengths, so there is little that we need to recommend or advise about in this area, but we will
make note of several things to bring it to your attention.

One of the primary challenges of the-®overnment initiative is that there are so many different
stakeholders and their differing viewpoints on what is important or needs to be accomplished.
Besides the organizational recommendations that have been madeearlthis paper, it will be

necessary to do regular targeted communications to the stakeholders to ensureatitgiptance of

GKS AYAGAFGABSE KSfL) GKSY dzyRSNRGEFYR 20KSNJ) adl ¢
of any negotiations thatame up during the implementation.

If the central body that is recommended to be formed to drive this initiative truly has representation
and input from all the stakeholder constituencies, the communications effort will be made easier as
the different groug will be able to hear directly from each other.

Informing and educating the citizeat-large will also be a key function of the communications plan,

Fda GKSe& gAff LINRPGARS adzlll2NI YR AyFfdsSyOS 2y o
understand why eGovernment is important and beneficial to themselves. The media will play a key

role in the process of informing the public about th&evernment initiative and NALED will have to

work closely with them as well as their other partners to westhe key facts and value of the

initiative are clearly communicated to the public.

The key audiences that will need to be targeted with communications @&entralGovernment
officials and institutions, local governments, business associations amdnsiti Of slightly lesser
importance will be the audiences of the international community and NGOs. Some of the key
messages that will need to be communicated to these various groups are:

A CentralGovernment officials and institutions: Ensure they underdtavhere they intersect
and overlap jurisdiction with other government institutions, understand the needs of both
citizens and businesses when shaping the law, understand the need for coordination when
writing and implementing new laws

A Local GovernmentsMunicipalities will need to understand the need and value of having
some information or services centralized, even if part of the execution is localized, ensure
their viewpoint is included when crafting new lavese aware when changes will affect their
local teams

A Business associations: These associations can ensure that the needs of the business
community are being met by any new laws esexvices being developed while keeping the
input viewed as independent and not perceived as advancing the agendayobrae
particular company. These associations can also lend expertise in various areas like
technology and finance to the relevant discussions.

A Citizens: As mentioned earlier it will be necessary to inform and educate the-ptHaige
about the need ad benefits of eGovernment for the average citizen. They need to
understand this initiative is not simply a way for IT companies to win contracts or for the
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Government to spend more money or gain more control. Rather, this initiative will increase
trangparency, make services more efficient and hopefully higher quality, and lower the cost
of interacting with the government in terms of time and money. Once they understand
these benefits to themselves, they will be able to influence the government to pldggh
priority on eGovernment related projects

The budget for this initiative will have a large effect on what actions can be taken in regards to
communications. If project funding can be secured from a donor(s), thefulldledged
communications camgign can take place. If funding is not acquired, thanminimal
communications efforwill need to be carried out.
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7 PROJEOVIANAGEMENVIETHODOLOGY

In section5, we discussed a methodology to prioritizé&severnment initiatives. The success of large
transformational programs is directly dependent on the structure established to manage the
transformation in a systematic way. Once a project(s) has been identified for execution, a
methodical approach to implementation is required.

In this section, we discuss structure & a few project management tools to manage
implementations. As a separate attachment, a poyweint deck of slide templats are provided, to
assist theproject office in managing transformations.

Four main steps iprogram management are:

1. Estalishing Project Management Office under Central Body

2. Defining success metrics and measurements

3. Setting up a reporting cadence to track progress

4. Communicating status to key project stakeholders (discussed in previous section of paper)

We now discuss thsteps in greater detail.

Step 1:

¢t2 SyadaNB adz00Saa 2F LINRP2SOGa (GKS WLINBLI NI G2 NE
important to ensure that stakeholders are committed and available. To gain commitment, the
roadmap and benefits of executinige project can be used for justification. It is important to secure

access to key (nestakeholder) resources, skills and other information. Clear lines of communication

inside the PMO structure, between PMO, central body and steering committee should be
established.

Key areas in step 1 are:

a. Setup project execution structure. Identify key stakeholders required to make a project
successful.

b. { Sdzld I aNBfS& 3 SELISOGIGA2yaé &adzYYl NBE F2N
participants, observers, fluencers, people to be consulted etc.

c. Establish project timeline taking into consideration dependencies and other parallel
activities

Role of the project management office:

A Work with the project stakeholdersto create, review and approveroject plans Base
project identification on outputs of prioritization work

Establish and manage a weekly cadence siitkeholders

Create theproject timeline ancplan

Define deliverables and clear phase exit criteria for each function and ensure successful
execution aginst the plan.

Proactively manage & track project risk, dependencies & issues effectiveligtizlosure
Manageproject change and communications

Facilitateregular, standardized project meetings and statu NS L2 NI Ay 3 (2 YI yI 3
progress, excepdns &drive issue resolution

A Drive crosdunctional solutiorbuilding, dependencies & team participation

> > >

> > I
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A Maintain project managementool for project schedule tracking, issue management and
ongoingSteering Committeeversight

A Track overall milestone agiements

A Manageprojectclose out

A Publish results & lessons learned

Step 2:

Define success metrics for the project / program. Some examples of Key Performance Indicators
(KPIs) are:

A JTAGATSyaQ &l GAa¥!l qiverement SER/igeskke:a S (2 G NR 2 dza
A Ease of finding information
A Improvements in service quality
A Improvement in access to public records
A Improvement in business or work opportunities

A Government Agency (Financial benefits)
A Reduction in cost of delivery of services (resource efficiencies)
A Cressgovernment return on investment through refined business process
A Reduction in time to process requests through improved business processes
A Reduction in costs of servicing through advertising, printed material, staff utilization etc.

A Business benefits:

A Reduction in time to complete government activity
A Increase in employee productivity as a result of following streamlined processes
A Reduction in operating, reporting costs due to change in process

Step3:

An important step to monitostatusisto agree upon a&adenceto track progress. Several methods

can be used to track status but it is key to ensure that project metrics defined at the beginning of the
project are continuously validated (and updated if required). A regular frequency of meehiogtsl s

be secured on calendars to ensure that a consistent pattern of tracking and reporting is established.
Project team members should be encouraged to bring issues and risks to the meetings and not just
NBLEZ2NI adl ddza | a dng@arBoledhs for an@mdriess dadussion shoulibe/ 3
encouraged.

Step 4:

Throughout the project timeline, eonsistent communication methodology to key stakeholders and

the steering committee is important. In the previous section, we have discussethaunications

plan that can be adopted by NALED based on its best practices. We suggest that a similar plan be
used for communications on@overnment projects by the PMO office.

As a separate attachment, a powgoint deck of slide templates are provideh assist you / project
office in managing transformations.
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7.1 PROJEAVIANAGEMENTOOLS

Project
Management Templ
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8 Next Steps

8.1 SUGGESTED ADDITIORBSEARCH OR DATAIERING ACTIVITIES
We are suggesting the following areas of additional researathata gathering activities to further
prepare NALED for leading the advocacy-Giavernment.

A Read ky reports to gain insights into@overnment topic UN eGovernment Survey 2014:
EGovernment for the Future We Want, United Nations Public AdministraGoointry

Studies;

Global competitiveness Report 2@D36, World Economic Forum; World

Development Report 2016: Digital Dividends, A World Bank Group Flagship Report,

> >

Solicit input from US Embassy IT manager for objective technical advice
EngageNALED €overnment council to gather prioritiefsom business community
Facilitate meeting with Treasury, Ministry of Finance and banking indts discuss e

payment systembanks mentioned they may be willing to help fund a project

>~

As input to eGovernment bodygather inventory of all ICT systems and IT support staff

currently in place in governmenb understand current capacity and need for infrastructure

upgrades

A This paper does not address the need to migrate legacy, gagszd, information into new

electronic systems.

In some cases, it will be possible to have a cleaffaldte, before

which no information is available in the electronic system. However, in many cases, it will be
necessary and desirable to import some portion of the legacy data inteldwtronic system

to make it truly useful.Therefore it will need to be determined for each process, if, how and
how much legacy data will be migrated into the electronic system.

8.2 THE JOURNEY SOARTERSOVERNMENT
Government should provide an opedigital platform that integrates service delivery across the

community
F 3
c u am
E Improve citizen Establish cloud Transform the
(@) centric self- based organisation
g service through | collaboration with the skills
S | | mobileaccess to |platform and and ways of
IS public services development working that
‘o | | that enables the | standards to allow | support
= Citizen to businesses to collaboration to
8 consume services | deliver services to | achieve desired
5 in the way they Citizens using citizen outcomes
o prefer both government
5 and non-
N government data
o

EEN
Optimize service
delivery
processes
through improved
collaboration
between citizens,
business partners
and workers

EEER
Social business
and analytics
tools deployed to
better prioritize
services to
individual needs

EEEER
Leverage the
power of big-data
analytics to gain
better insight into
citizenso
and outcomes

Smarter
Government

need|s

Leverage Big Data

Social Business enablement

Shared Service Enablement

Establish secure platform and common standards

Organisational transformation leveraging Social Collaboration

»

The Journey to Smarter Government
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The chart aboveets out the key capabilities thahe governmentneedsto build on their journey to
m-Governmentg this is useful as it describes the capabilities that need to bk &uod can be used
to assess wheregencies are in progressing to@overnment

1 Improved access to informatiorg implementing web based & telephone client access to
services and supporting tootsand building streamtied processes and contact cerdeto
respond to queries

9 Single View of the client Gaining a 360 degree view of the client by integrating information
across programs, leading to improved information quality, reduced duplication and gaps.

1 Enterprise Case managemegtimplementing an enterprisapproach to case management
S0 cases can be shared across programs and service providers, with improved functionality
and reporting so that service can be improved

1 Integrated approach to fight Fraud, abuse and errqrUsing analytics, risk management
approaches etc to better target payments to those in need, & reduce improper payments

1 Integrated approach for improved outcomesunderstanding how Agency actions influence
client behaviors, optimising the program mix for improved social outcomes

1 Integrated ®rvice delivery- Gainingthe accumulated benefits of the earlier capabilities to
optimise outcomes across a wider network, including industry and other government
departments.

This is of course a simplification, progress is not necessgriliie staircase in order and agencies
may partly complete a step with a view to completing later. However there is some logic in the
sequence, as it is about improving how information is collected, then integrated and in the later
steps how this informigon is used (e.g. through using analytical toaisyreater benefit will be
achieved if the data has been improved first.

It is important also to emphasize that this is not just abtathnology and informationSmarter

Social Serviceis about a change orientation of the organizatioq to a more citizen centric model

GAGK &A0NBIFIYfAYSR 2LISNIGAYy3 LINRPOSaaSad ¢KAa oAff
operating modek including significant business process redesign, organizational charaygges to

physical and IT infrastructure and will need to be supported by training and change management to
adapt to the change in cultural behaviors.
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Strategy for the Development of Electronic Communications in the Republic of Serbia in
from 2010until 2020 (Based on Article 5 Paragraph 1 point 2) of the Law of Electronic
Communications ("Official Gazette" No. 44/10) and Article 45 Paragraph 1 Law on
Government (Official Gazette no. 55/05, 71/0®rrection, 101/07 and 65/08)

Development Strategy for Information Society in the Republic of Serbia by 2020 (Pursuant to
Article 45, paragraph 1 of the Law on Government (Republic of Serbia Official Ghlzette
55/05, 71/05corrigendum, 101/07 and 65/08)

REGULATION on Time Stamp Issuing, The Minister of Telecommunications and Information
Society, (Pursuant to Article 14, paragraph 3, Article 15, paragraph 5, Article 16, paragraph 3,
Article 17, paragrapR and Article 18, paragraph 2 of the Electronic Document Law (RS
Official Gazette, No. 51/09)

Regulation on technical and technological procedures for creating a qualified electronic
signature and criteria to be met by devices for creating a qualdiedtronic signature, the
Minister of Telecommunications and Information Society

Rulebook on register of certification bodies for qualified electronic certificates' issuing in the
republic of Serbia, Minister for Telecommunications and Informatione8o¢Pursuant to

Article 19, paragraph 2 of the Law on Electronic Signature (Republic of Serbia Official Gazette,
No. 135/04)

National Interoperability Framework, Ministry of foreign and domestic trade and
telecommunications, Republic of Serbia

Electonic Signature Law, JUGOSLOVENSKI PREGLED, Belgrade, 2009

Law on electronic documents, general provisions

Serbian electronic government development strategy 220%8 and the action plan for the
implementation of the strategy 2018016, Belgrade N@mber 2015

NALED Grey Book-IRecommendations for removing administrative obstacles to doing
business in Serbia, Belgrade 2010

ICT in Serbia, At a glance, 2015, Vojvodina ICT ClusteryojvodinalCTcluster.org

Key Results and ActivitigdALED 2015/ 2016, X NALED Annual Assembly | Belgrade, 13
April 2016

IPA 2010 project 'Supply of ICT equipment and software for SeedBovernment
infrastructure’,https://webgate.ec.europa.eu/europeaid/online
services/indexcfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&sea
rchtype=RS&aofr=130106

IPA 2010 project ' Support te&vernment Development’,
https://webgate.ec.europa.eu/europeaid/online
services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&sea
rchtype=RS&aofr=129913

Public Administration Reform and IPA 2&Upport,
http://ec.europa.eu/enlargement/pdf/serbia/ipa/2010/1 par_ipal0.pdf
http://www.europa.rs/upload/documents/documents/IPA/2010/1.%20PAR%20IPA10.pdf

IPA 2012 programme onlausiness development project websiteww.eposlovanije.biz
www.eposlovanjesrbija.rs

Web site of European Commission's Directorate for Neighbourhood and Enlargement (DG
NEAR)http://ec.europa.eu/enlargement/about/directorateneneral/index_en.htm

Cullen International Consultancy Research Study Papiéns/www.cullen-
international.com/asset/?location=/content/assets/research/studies/2011/11/finaport-



file:///C:/Users/IBM_ADMIN/Documents/Corporate%20Service%20Corps/www.vojvodinaICTcluster.org
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=130106
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=130106
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=130106
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=129913
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=129913
https://webgate.ec.europa.eu/europeaid/online-services/index.cfm?do=publi.welcome&nbPubliList=15&orderby=upd&orderbyad=Desc&searchtype=RS&aofr=129913
http://ec.europa.eu/enlargement/pdf/serbia/ipa/2010/1_par_ipa10.pdf
http://www.europa.rs/upload/documents/documents/IPA/2010/1.%20PAR%20IPA10.pdf
file:///C:/Users/IBM_ADMIN/Documents/Corporate%20Service%20Corps/www.eposlovanje.biz
file:///C:/Users/IBM_ADMIN/Documents/Corporate%20Service%20Corps/www.eposlovanjesrbija.rs
http://ec.europa.eu/enlargement/about/directorate-general/index_en.htm
http://www.cullen-international.com/asset/?location=/content/assets/research/studies/2011/11/final-report-4-annex-february-2014.pdf/final-report-4-annex-february-2014.pdf%20
http://www.cullen-international.com/asset/?location=/content/assets/research/studies/2011/11/final-report-4-annex-february-2014.pdf/final-report-4-annex-february-2014.pdf%20

ONALNA ALIJANSA ZA LOKALNI EKONOMSKI RAZVO,

VATIONAL ALLIANCE FOR LOCAL ECONOMIC DEVELOPMEN

4-annexfebruary-2014.pdf/finatreport-4-annexfebruary-2014.pdf(electronic commerce
and esignatures in Serbia)

European Commission's Digital Singlarket web page and links onr@vernment:
https://ec.europa.eu/digitalsinglemarket/node/50813
https://ec.europa.eu/digitalsinglemarket/en/online-trust
https://ec.europa.eu/digitalsinglemarket/en/publicservicesegovernment
https://ec.europa.eu/digitalsinglemarket/en/crossborderpilots
https://ec.europa.eu/digitalsinglemarket/en/opengovernment
https://ec.europa.eu/digitalsinglemarket/en/egovernmenistudies
http://ec.europa.eu/idabc/serviets/Doc2bb8.pdf?id=1675

The European Digital Progress Report on digital prograbe iBU-
https://ec.europa.eu/digitalsinglemarket/en

The 2016 Digital Scoreboard reporitst ps://ec.europa.eu/digitaisingle
market/en/downloadscoreboardreports
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10.2 INTERNATIONRUBLICATIONS ARBPORTS

22. General guidelines for the development of government Payment programs, financial
infrastructure series the World Bank Repqriug 2012,
http://siteresources.worldbank.org/FINANCIALSECTOR/Resources/General_Guidelines Govt

Payment Aug2012.pdf

23. Global competitiveness Repd0152016, Insight Report by Klaus Schwab, World Economic
Forum,http://www3.weforum.org/docs/gcr/2015
2016/Global _Competitiveness_Report 26A616.pdf

24, Benchmarking €sovernment: A global perspective, Assessing the Progress of the UN
Member States, 2002,
https://publicadministration.un.org/egovkb/Portalegovkb/Documents/un/English.pdf

25. Estonia The<€itizen Estonia, A natiemide project for developing the eoperation
between Estonian citizens and the public sector through the Inteirigis:// e-
estonia.com/eresidents/about/

26. UN eGovernment Survey 2014:@vernment for the Future We Want, United Nations
Public Administration Country Studiésips://publicadministration.un.org/egovkb/en
us/Reports/lUNEGovernmeniSurvey2014

27. Doing Business 2016, Measuring regulatory Quality and Efficiency, Economy Profile 2016,
Serbia, A World Bank Group Report:
http://www.doingbusiness.org/data/exploreeconomies/~/media/giawb/doing%20business/
documents/profiles/country/SRB.pdf

28. World Development Report 2016: Digital idiends, A World Bank Group Flagship Report,
http://www -
wds.worldbank.org/external/default/WDSContentServer/WDSP/IB/2016/01/13/090224b08
405ea05/2_0/Rendered/PDF/WorldOdevelopm0000digitalOdividends. pdf
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11 APPENDIR: INTERVIEWND DISCUSSION PERPRINTS

Sector/Group Group Names Key Participants / Atte  ndees
OSA Engineering .2NAa&a 5FY2ly20
FfS1alkyRIEN . €I
Businesses Societe Generale Srbija +dzl Y2az20l O L
Telenor al Nl 2 /IFNBOASX
VIP mobile al Nl 2 W20A0
Business AmCham Serbia alft A0 {IYINRO
Associations | Foreign Investors Council (FIC) +yal {0 yAd
Central registry of compulsory social
insurance (CROSO) 5 YANI 2SRA8X L
+SaStAy aAaf20S
Customs Administration, ICT Division [ 2Af 2F Yl W23 y;
Delivery Unit Gregor Virant
al NR 2 deal 6 A O]
Directorate for eGovernment 5dz0ty {22l y20Q
Ministry of Public Administration & Local
Government SelfGovernment / Audit Authority Office |[L 32 NJ . NI 6 A0 Z |
of EU Funds 5NJ OSy al N} OA
Ministry of Trade, Tourism and ¢ ael y krini Rdljnm AOZ
Telecommunications bSo6220F I aArf 2!
National Assembly Economic Caucus |+ f I RAYANJ al NA y |
Public Policy Secretariat al N} 2 t SOABZT Wi
Serbian Business Registry Agency {NBlYy w23A0
Independent Serbian National Internet Domain Regist { f 20 2 R | y al NJ 2
EU, European Integration and Economic/ b I G I O StAl =
Section Zorica Vasileva
US Embassy, Belgrade Economic
International Department Jonathan Clifton
Community ¢CFHYFENI . 2NROJGI
USAID BE@usiness Enabling Project) |5 dzOly +I aAf 2S Q@
5dza12 =+l aiatasSg
World Bank {@SGt Lyl +dzl I Vi
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12 APPENDIR: RANKING EXAMPLES AWBLES

12.1 WORLIECONOMIEORUMELOBAICOMPETITIVENHS®EX2016

The Global Competitiveness Index 2@E®16: Basic requirements

The Global Competitiveness Index 2@P®16: Efficiency enhancers
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